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Executive Overview

NetSuite and Trustwave have jointly developed this 
document to address certain considerations raised in the 
PCI Council-published “Information Supplement: PCI DSS 
Cloud Computing Guidelines”, and to clarify the roles, 
responsibilities, and boundaries between a merchant 
and the NetSuite Service.
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NetSuite is committed to the protection of cardholder data in support of 
its customers’ PCI obligations. NetSuite completes an independent PCI 
Level 1 Service Provider assessment at least annually. This assessment 
is scoped to include NetSuite systems, associated applications, network 
configurations, and development activities.

A merchant’s use of a compliant third party, such as NetSuite, rarely 
places it out of scope of PCI responsibility. Except for those cases where 
a merchant has absolutely no access to cardholder data, e.g., via certain 
tokenization implementations or the use of an at-arms-length third party 
processor, merchants must understand that: 

• The use of a compliant third party will not, and cannot, make a  
merchant compliant.

• NetSuite’s PCI certification of the Service, while a necessary 
prerequisite, is not sufficient for individual merchant certification.

Audience and Purpose
The intended audience of this document is merchants and auditors 
thereof, who are either using, or considering using, the NetSuite Service 
to access, store, transmit, or process credit card transactions and/or 
cardholder data (alternatively, “manage credit cards”). This document 
does not address specifics of other NetSuite products or services, or 
those of its wholly-owned company’s service offerings.

Both in- and out-of-scope services are discussed in greater detail, below.

The purpose of this whitepaper is to provide merchants, and their 
auditors, with supplemental and illustrative information needed for the 
merchant’s own PCI-related activities and to differentiate the merchant’s 
responsibilities from those of NetSuite.

Background
NetSuite Inc. (NYSE: N) is a vendor of cloud computing business 
management software suites. NetSuite enables mid-market companies 
and divisions of large enterprises to manage core business operations 
in a single system, which includes accounting/enterprise resource 
planning (ERP), customer relationship management (CRM), and 
ecommerce. NetSuite delivers the application suite over the Internet 
as a subscription service using the Software-as-a-Service or cloud 
computing on-demand model.
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As part of its ecommerce capabilities, the NetSuite online business 
application suite may be configured by merchants to store, process  
and transmit cardholder data via one or more gateway integrations.  

The NetSuite Service does not transact, or directly communicate,  
with the back end processing networks, but only transmits information, 
on a merchant’s behalf, to a gateway provider of its selection (e.g., 
WorldPay, CyberSource, Merchant eSolutions, etc.) Consequently, the 
NetSuite Service is considered a merchant servicer, or service provider, 
and as such must comply with the Payment Card Industry Data Security 
Standard (“PCI DSS”, or simply “PCI”). 

See https://www.pcisecuritystandards.org/index.shtml for more information.

THE NETSUITE SERVICE IS VALIDATED AT LEAST ANNUALLY 

AS A LEVEL 1 SERVICE PROVIDER BY A QUALIFIED SECURITY 

ASSESSOR (QSA).

Even though there may not be a direct contractual relationship between 
NetSuite, the merchant’s bank, or one or more of the card association 
members, card issuers and merchant banks are responsible for 
ensuring their merchants use service providers that are PCI-compliant.  
Consequently, in support of NetSuite’s customers’ merchant obligations, 
and generally as a responsible custodian of cardholder data, the 
NetSuite Service is validated at least annually as a Level 1 Service 
Provider by a qualified security assessor (QSA).

Scope Considerations
This whitepaper discusses PCI considerations for the NetSuite online 
business application suite (the “NetSuite Service” or simply the “Service”) 
products described below, available at https://system.netsuite.com.

In-Scope Services

NetSuite

One business software system connecting financials, customers and 
commerce. NetSuite combines accounting/ERP, CRM and ecommerce 
in a single, fully integrated, SaaS solution that connects a business 
across finance, sales, service and fulfillment.

https://www.pcisecuritystandards.org/index.shtml
https://system.netsuite.com
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NetSuite OneWorld

Global business management software suite 
for ERP, CRM, ecommerce and PSA. NetSuite 
OneWorld seamlessly handles multiple currencies, 
taxation rules and reporting requirements across 
geographies and subsidiaries, providing real-
time global business management and financial 
consolidation in a unified, cloud-based system.

NetSuite SuiteCommerce

An end-to-end ecommerce platform, 
SuiteCommerce enables B2C and B2B businesses 
to deliver engaging and personalized shopping 
experiences on any digital device and across 
any channel while seamlessly connecting core 
commerce business systems—inventory and order 
management, CRM, business intelligence, marketing 
and financials.

NetSuite Services Resource Planning (SRP)

An end-to-end software for services-based businesses, NetSuite 
SRP provides complete services business software for project-based 
businesses. The NetSuite SRP solution provides complete web-based 
PSA including resource management, project accounting, timesheet 
and expense management, all tightly integrated with NetSuite’s SaaS 
accounting, CRM, and ecommerce capability, increasing visibility into 
the professional services organization, improved resource utilization, 
streamlined invoicing and billing, and elevated on-time project delivery 
and profitability.

Out-of-Scope Services
The following NetSuite Inc. products or services, and those of its wholly-
owned companies’ service offerings, are excluded from the scope of  
this whitepaper.

NetSuite OpenAir

NetSuite OpenAir is the world’s No. 1 professional services automation 
(PSA) solution. From resource management and project management, to 
time and expense tracking, project accounting and advanced billing and 
invoicing, NetSuite OpenAir supports the entire professional services 
delivery lifecycle with a powerful Software-as-a-Services (SaaS) suite.
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NetSuite Point of Sale (formerly, Retail Anywhere )

NetSuite Point of Sale is a multi-channel retail management solution 
designed to improve the retail customer experience. NetSuite Point of 
Sale technology gives retailers the ability to meet increasing customer 
demand for a system that can unify the online and in-store retail 
experience to better serve cross-channel shoppers, built on NetSuite 
SuiteCommerce and the core NetSuite ERP/financials and CRM solution.

OrderMotion

OrderMotion provides a comprehensive 
order management solution for a wide  
range of businesses including B2B, 
B2C, retail, wholesale distribution and 
manufacturing. OrderMotion’s technology 
helps companies that ship products directly 
to consumers which has become more 
complex of late, thanks to ship-to-store 
programs, where a customer orders a 
product online and heads to a retail location 
to pick it up. NetSuite Order Management 
allows shoppers to buy anywhere, fulfill 
anywhere and return anywhere.

LightCMS

LightCMS provides a powerful, yet easy-to-use cloud-based platform 
for creating beautiful websites and online stores. LightCMS offers an 
ideal set of tools for individuals, nonprofits, and small to medium-sized 
businesses who want to communicate, conduct business, and sell 
products online. With industry-leading design flexibility, LightCMS offers 
designers and developers the opportunity to create custom websites 
their clients can easily manage themselves.

NetSuite TribeHR

NetSuite TribeHR is the first social human resources management 
software, enabling customers to manage the entire employee lifecycle 
through a powerful Recruiting, core Human Resource Information 
Systems (HRIS), advanced Talent Management and social Applicant 
Tracking System (ATS).

Venda

Venda is one of the world’s leading innovators and providers of digital 
commerce solutions, leveraged by manufacturers and retailers to  
deliver a consistent brand experience across online, mobile and  
in-store channels.
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MERCHANTS WHICH 

COME INTO CONTACT 

WITH CARDHOLDER DATA 

WILL ALWAYS HAVE PCI 

RESPONSIBILITY, AND MUST 

MAINTAIN COMPLIANCE WITH 

THE PCI STANDARDS.

Responsibility for Cloud Security
Merchants which come into contact with cardholder data will always 
have PCI responsibility, and must maintain compliance with the PCI 
standards. In those cases where they are using a third party product, 
service, or contractor, they must maintain compliance for their handling 
of cardholder data prior to passing it to, or receiving it from, the third 
party. The use of a compliant third party will not, and cannot, make a 
merchant compliant.

NetSuite’s PCI certification of the Service, while a necessary 
prerequisite, is not sufficient for individual merchant certification. The 
ability of a merchant to obtain its own PCI certification is dependent 
on its own configurations, policies, and procedures and also on 
its deployment and use of the Service in a manner consistent with 
NetSuite’s PCI certification as documented herein.

Cloud Guidelines
In February 2013, the PCI Council published the “Information 
Supplement: PCI DSS Cloud Computing Guidelines”, Cloud Special 
Interest Group PCI Security Standards Council, February 2013,  
https://www.pcisecuritystandards.org (throughout, the “Cloud 
Guidelines”).  One of the principle concerns the PCI Standards Council 
sought to address with the Cloud Guidelines was the common 
misconception that a merchant’s use of a PCI-compliant system, hosting 
provider, and/or data center, relieved the merchant of any responsibility 
in maintaining PCI compliance. While these are important parts of the 
overall management and protection of cardholder data, no service 
provider or data center can address all of the requirements of PCI that 
a merchant must meet. Indeed, PCI compliance cannot be achieved 
without the compliance of all parties to processing (whether storage, 
transmission, or processing of card data).

As highlighted in below excerpt from the Cloud Guidelines, the security 
of the cardholder data in the NetSuite Service is a responsibility shared 
by NetSuite as the cloud service provider and the merchant as the user.

In order for the merchant and NetSuite to each fulfill their share of 
this responsibility, it is important that both parties understand their 
respective roles and responsibilities. 

https://www.pcisecuritystandards.org
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“CLOUD SECURITY IS A SHARED RESPONSIBILITY BETWEEN THE 

CLOUD SERVICE PROVIDER (CSP) AND ITS CLIENTS. IF PAYMENT 

CARD DATA IS STORED, PROCESSED OR TRANSMITTED IN A CLOUD 

ENVIRONMENT, PCI DSS WILL APPLY TO THAT ENVIRONMENT, 

AND WILL TYPICALLY INVOLVE VALIDATION OF BOTH THE 

CSP’S INFRASTRUCTURE AND THE CLIENT’S USAGE OF THAT 

ENVIRONMENT. THE ALLOCATION OF RESPONSIBILITY BETWEEN 

CLIENT AND PROVIDER FOR MANAGING SECURITY CONTROLS DOES 

NOT EXEMPT A CLIENT FROM THE RESPONSIBLY OF ENSURING THAT 

THEIR CARDHOLDER DATA IS PROPERLY SECURED ACCORDING TO 

APPLICABLE PCI DSS REQUIREMENTS.”   Cloud Guidelines

This document addresses certain considerations raised in the Cloud 
Guidelines, and attempts to clarify the roles, responsibilities and 
boundaries between the merchant and the NetSuite Service.  

It should be noted, however, that the concept of shared responsibility 
discussed in the Cloud Guidelines refers to the merchant and it’s cloud 
service provider’s independent, but related, responsibilities to protect 
cardholder data while it is within their control or where their systems 
interact with a cardholder data environment, whether theirs or a third-
party’s. In this sense, “shared”, or sometimes referred to as “joint,” 
responsibility does not mean that the merchant is responsible for the 
configuration or validation of the service provider’s environment, except 
to contractually obligate the service provider to maintain compliance.  
Likewise, while a merchant’s failure to protect its environment could 
lead to a compromise of the service provider’s environment, the  
service provider is not responsible for the merchant’s environment. 
Each party is responsible for its respective environment and  
compliance obligations.

Consequently, the terms “shared” and “joint” are used throughout 
this paper to refer to both parties’ independent, but related, 
compliance responsibilities.

Many activities fall within the scope of a merchant’s cardholder data 
environment (CDE), which must meet the full requirements of PCI DSS, 
and are typically outside the control or scope of a service provider or 
data center. For example, merchants typically:

• Access the cloud service from their own networks, using their own 
computers and mobile devices.
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UNLESS A MERCHANT NEVER 

COMES INTO CONTACT 

WITH CARDHOLDER DATA, 

THE CERTIFICATIONS OF 

ITS THIRD PARTIES WILL 

NOT SHIELD IT FROM 

RESPONSIBILITY OR LIABILITY.

• Receive cardholder data from outside the cloud service (e.g., phone, 
fax, external system integration).

• Input cardholder data to the cloud service via a variety of methods (e.g., 
via a web-based user interface, CSV upload, Web Services integrations).

• Use subcontractors/vendors to manage important elements of their CDE 
(e.g., Accounts Payable or collections, manage networks and computing 
infrastructure, utilize payment gateway providers and other credit card 
processing services in the chain of processing, build and maintain 
integrations between the merchant’s systems and the cloud service).

Merchants must always evaluate their cardholder data environment 
against all 12 requirements of PCI DSS. In certain unusual cases 
(e.g., where a merchant is using a tokenization solution or third-party 
processor for credit card transactions), in which the merchant never 
manage credit cards, or accesses a cardholder data environment, it 
may find this evaluation reveals one or more areas of PCI which are 
not applicable to its people, processes and technology. For most 
merchants, this will not be the case.

Misconceptions of PCI Safe Harbor
Occasionally, merchants (and unfortunately, some QSA’s) will assert that 
the merchant’s use of a compliant third party places it out of scope of 
PCI responsibility and fines in the event of a breach. They mistakenly 
refer to this protection as PCI Safe Harbor. It should be noted that 
no such protection exists for merchants using certified service 
providers or data centers; except for the case of a merchant using a 
form of tokenization in which they never manage credit cards, this is an 
erroneous interpretation of PCI Safe Harbor.  

The PCI Safe Harbor principal has its roots in the individual, now 
somewhat legacy, programs of the individual card association brands 
(American Express, Discover Financial Services, JCB International, 
MasterCard, and Visa Inc.), several of which did provide various 
limitations on fines in the event of a breach, if the merchant was 
found to be compliant with the standard at the time of the breach, and 
throughout the entire certification period.

The point is, unless a merchant never comes into contact with 
cardholder data, the certifications of its third parties will not shield it 
from responsibility or liability.

It should be noted that the PCI Standards Council does not assess fines 
on merchants or Service Providers, as this is the purview of the card 
association brands and the card acquiring banks. Further, the PCI Safe 
Harbor programs were card association brand programs, and each 
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“THE INFORMATION IN THIS 

DOCUMENT IS INTENDED AS 

SUPPLEMENTAL GUIDANCE 

AND DOES NOT SUPERSEDE, 

REPLACE OR EXTEND PCI  

DSS REQUIREMENTS.”   
Cloud Guidelines

card brand is the definitive authority on any such program’s rules and 
protections, if any. Most of these programs have been eliminated, over 
the years, or reduced from “guaranteed” protections from certain types 
of fines to the “possibility” of such protections, at the sole discretion of 
the card association brand.

There are many sources of additional information on this topic available, 
not the least of which are the individual card brand program sites.  
However, two particularly interesting discussions of the topic, which 
discuss how the programs have evolved over time, and highlight 
the confusion, complexity, uncertainty of the programs and their 
interpretations, may be found here:

• “PCI DSS Frequently Asked Questions & PCI DSS Myths”, ProPay, 2010, 
http://www.propay.com/media/medialibrary/464/file.ashx 

• PCI, “Safe Harbor” and Hannaford, David Navetta, March 28, 2008, 
http://www.infolawgroup.com/2008/03/articles/pci-1/pci-safe-harbor-
and-hannaford/ 

Right to Audit and the Report on Compliance
Some merchants have asserted that the Cloud Guidelines require 
service providers allow merchants the right to audit, and/or obtain a 
copy of the cloud service’s Report on Compliance (ROC). In fact, no 
such right or obligation is conferred by the Cloud Guidelines. The 
Cloud Guidelines do not alter or extend the PCI DSS requirements, and 
nothing in PCI DSS requires that a cloud service provider provide a 
merchant the right to audit its service or access to its ROC.  

NetSuite commits to maintaining PCI DSS compliance for the parts 
of the NetSuite Service which it manages on behalf of merchants.  
Merchants may not audit the NetSuite Service and may only receive 
a copy of our Attestation of Compliance (AoC). Allowing individual 
merchants to audit the NetSuite Service, or providing the full ROC, is 
not consistent with the level of security and access control of NetSuite’s 
security program and the merchants’ expectations.

http://www.propay.com/media/medialibrary/464/file.ashx
http://www.infolawgroup.com/2008/03/articles/pci-1/pci-safe-harbor-and-hannaford/
http://www.infolawgroup.com/2008/03/articles/pci-1/pci-safe-harbor-and-hannaford/
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NetSuite Certification
NetSuite is committed to the protection of cardholder data, in support 
of its, and its merchants’, PCI obligations. NetSuite at least annually 
completes an independent assessment under the PCI program as a 
Level 1 Service Provider, the scope of which includes NetSuite  
systems, associated applications, network configurations, and 
development activities.

Trustwave Corporation, a Qualified Security Assessor (QSA) and 
Approved Scanning Vendor (ASV), conducts the audit and submits 
the Report on Compliance (ROC) to Visa stating that NetSuite has 
successfully met all PCI requirements. Visa maintains a list of all service 
providers that achieve this level of compliance so as to allow customers 
to validate that they are using a compliant service provider for the 
management of cardholder data. The list of compliant service providers 
can be found on the Visa website: http://www.visa.com/splisting/.

PCI requirements for a merchant environment, which includes the 
NetSuite Service, must be met by combined measures taken by both 
NetSuite and the merchant. The adequacy of measures required of 
NetSuite as they relate to PCI requirements are confirmed as part 
of NetSuite’s certification, as a service provider. Complete details of 
the requirements for certification as a Level 1 Service provider can 
be found at the PCI Security Standards Council website (https://www.
pcisecuritystandards.org/), however, certification requirements include at 
least annual:

• Self-examination by NetSuite of compliance to the standard.

• Internal penetration testing and remediation.

• Independent, third-party, examination and attestation by a QSA of the 
NetSuite Service’s compliance to the standard.

• External penetration testing, by a  qualified security professional, with 
required remediation.

• Quarterly vulnerability scans by an ASV, with required remediation 
* the NetSuite Service is scanned monthly.

• Attestation by NetSuite Inc. of compliance to the standard.

Merchant Certification Considerations
The validation required by a merchant for its own PCI certification will 
depend on its service level, its own assessor’s requirements based 
on its situation and configuration, and its adherence to best practices 
guidance for the use of the NetSuite Service as documented herein. 
Merchants must comply with all controls—but the level of validation 
varies by processing volume.

http://www.visa.com/splisting/
https://www.pcisecuritystandards.org/
https://www.pcisecuritystandards.org/
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THE VALIDATION REQUIRED BY A MERCHANT FOR ITS OWN PCI 

CERTIFICATION WILL DEPEND ON ITS SERVICE LEVEL, ITS OWN 

ASSESSOR’S REQUIREMENTS BASED ON ITS SITUATION AND 

CONFIGURATION, AND ITS ADHERENCE TO BEST PRACTICES 

GUIDANCE FOR THE USE OF THE NETSUITE SYSTEM.

Defining Separation of Responsibilities
In order to assist in the identification and documentation of this 
separation of responsibilities and to provide a framework for describing 
the allocation of separate responsibilities, this document will:

1. Define the Separation of Responsibility

Define the separation of responsibility for meeting the various PCI 
requirements between NetSuite and the merchant. Some requirements 
entail action by both NetSuite and the merchant. (Note: the terms 
“merchant” and “client” are used interchangeably in this document, 
since in many cases NetSuite clients are themselves merchants)

2. Provide Detail on NetSuite-Responsible Components 

For those areas where NetSuite has a responsibility, it recognizes 
that the NetSuite Service design in relevant areas as having been 
determined to be compliant under NetSuite’s PCI certification. Since 
such areas are included in the scope of NetSuite’s PCI certification, this 
minimizes the scope of what the merchant needs to focus on to those 
areas where the merchant has responsibilities.

3. Define Client Responsibilities with Regards to the NetSuite Service 

Define the areas for which the NetSuite Service design will not suffice 
for client compliance and for which action will need to be taken in order 
to ensure ongoing compliance with the PCI-DSS. 

4. Define Items for Which Both NetSuite and the Client  
Have Responsibility

Define the areas for which the client and NetSuite share responsibility 
to ensure ongoing compliance with the PCI-DSS.



NetSuite Ecommerce Solutions 13©NetSuite 2015.

Engaging a QSA
Since PCI requirements can be subject to interpretation, and since 
merchant situations and implementations vary significantly, merchants 
needing additional interpretation of requirements or other guidance 
should obtain the services of a Qualified Security Assessor as defined 
by PCI. NetSuite will attempt to accommodate reasonable inquiries 
on how NetSuite has met its own PCI requirements. In some cases 
NetSuite may be unable to explain the details of its PCI implementation 
unless the client can demonstrate a need-to-know and is represented 
by a QSA with which NetSuite can dialog to convey information in a 
meaningful PCI context.

NetSuite makes no representation that implementation of the illustrative 
practices discussed herein are comprehensive, will guarantee merchant 
PCI certification, or otherwise will result in sufficient protection of 
sensitive credit card information.  

Merchant Implementation Considerations

Overview
The NetSuite ecommerce application allows customers to capture and 
process credit card transactions via an online webstore, the Customer 
Center, the standard user interface, XML/Web Services integration, and 
supported payments APIs.  

NetSuite is a service provider, not a gateway, and customers may 
process credit card transactions using the NetSuite Service solely 
through integration with gateway partners, WorldPay, CyberSource, 
Paypal Payflow Pro, Merchant eSolutions, SecurePay, eWay, AsiaPay, 
PayPoint.net, and Veritrans. Connections to each gateway take place 
via HTTPS and use POSTs, Java API, or XML-RPC protocol, depending 
upon the gateway-specified protocols. While some users of the 
NetSuite Service may accept card-present transactions, which would 
be entered into the NetSuite Service, all NetSuite transactions are 
considered card-not-present.

NetSuite servers are hosted in a secured data center with the NetSuite 
application running on servers in the data center. This configuration 
can dramatically reduce a merchant’s PCI “footprint,” since those PCI 
requirements associated with securing, managing, monitoring and 
providing remote access to the NetSuite servers generally falling to the 
merchant fall under NetSuite’s PCI scope. However, this configuration 
does not absolve the merchant of all PCI responsibilities.
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Merchant Standard 
User Interface, 

including CSV Import

All inbound cardholder 
data is transmitted to 
web servers via HTTPS

NetSuite 
Loadbalancing 
Stateful 
Firewalls

Non-TLS HTTP connections are used for 
shopping tra�c (excludes checkout). No 
cardholder data is transmitted to port 80 
shopping hosts.

No Cardholder Data is stored on the NetSuite 
Web Servers.

Card validation code data is only held in volatile 
memory until the authorization is received then it is 
securely deleted.

Cardholder data is stored encrypted in accordance with 
PCI requirements in the databases.

Authorized, logged and monitored access to encrypted 
cardholder data for limited number of NuetSuite Operations 
and Security Personnel. Multiple layers of authentication and 
authorization enforced.

Data-encrypting keys are encrypted via 
AES using the key-encrypting keys. Both 
the data- and key-encrypting keys are 
stored apart from one another and 
protected with access to authorized 
personnel, per key type.

Outbound (green line) 
requests to payment 
gateways. Upon receipt of a 
credit card transaction 
request, the application 
server retrieves and 
decrypts the CC# and posts 
the transaction to the 
processing gateway. All 
outbound transmissions are 
via TLS.

Access to database servers from the 
NetSuite Core Engine is allowed on 
appropriate ports only. ACLs prevent all 
outbound access to Internet.

Merchant ShopperExternal App Server

Web Services 
Integration Customer Center Web Store

Payment Processors/ 
Gateways

SuiteCommerce 
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Payment APIs

Data Taken: Pan, CVV2, Name, Expiration Date

NetSuite Processing 
Environment

NLAPI Custom Code

System.NetSuite.com Partners.NetSuite.com Checkout.NetSuite.com

Figure1: Dataflow Diagram

Separation of Responsibility

Remote Access Provisioning 

Access Provisioning (Both) – NetSuite is responsible for developing/
maintaining the NetSuite system for providing authentication 
mechanisms for the NetSuite Service. The application system logs 
access attempts. The merchant is responsible for ensuring that it has 
proper access provisioned for its accounts within the NetSuite Service.

MERCHANTS MUST ONLY STORE CREDIT CARD NUMBERS IN 

THE APPROVED, ENCRYPTED, CREDIT CARD SUBLISTS OF THE 

CUSTOMER AND TRANSACTION RECORDS, IN COMPLIANCE WITH 

THEIR NETSUITE SUBSCRIPTION SERVICES AGREEMENT (SSA).
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Handling and Storage of Sensitive Cardholder Information

Encryption of card numbers (Both) – The NetSuite Service encrypts 
card numbers, stored in the Credit Card sublists of the customer record 
and transaction records, at the system’s points-of-entry (e.g. web 
browser) using PCI-approved algorithms. Unless erroneously entered 
by merchants in unencrypted fields, the NetSuite Service does not store 
unencrypted card numbers. The merchant is responsible for encryption 
of any cardholder data outside of the Service.

Key Management (Both) – Key management, including key generation, 
rotation, deprecation, and data re-key, is provided as part of NetSuite’s 
PCI-approved service and is transparent to the merchant. Merchants 
do not have, nor do they require, access to encryption keys or 
key information. The merchant is responsible for encryption key 
management of any cardholder data outside of the NetSuite Service.

Protection of Cardholder Authentication Data (Both) – NetSuite does 
not store this information, in accordance with PCI requirements. The 
merchant is responsible for ensuring protection of this data when it is 
outside of the NetSuite Service.

NetSuite User Accounts (Both) – The NetSuite Service provides 
comprehensive access control features. These include facilities that 
enable PCI-compliant password policies and also features related to 
access to credit card-related system features such as authorization, 
etc. The merchant is responsible for implementing policies that govern 
access to sensitive cardholder data, including policies requiring unique 
user credentials, resetting expired passwords, and for removal of user 
credentials once they no longer require access. Only users with a 
business need should be granted access to view cardholder data.

Transmission of Sensitive Cardholder Data

NetSuite transmission of sensitive cardholder information (Both) – 
The NetSuite Service is intended to be accessed by the merchant’s 
users from a merchant’s secure network, connecting to NetSuite’s 
network for certain operations such as authorization. NetSuite’s 
measures for protecting cardholder data transmitted over the 
connection between the merchant’s network and NetSuite’s network 
are included in the scope of NetSuite’s PCI certification (https). The 
merchant is responsible for securing its networks and the workstations 
and devices that connect to NetSuite.
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Transmission of unencrypted card numbers OUTSIDE of NetSuite 
(Merchant) – The merchant is responsible for enforcing policies that 
disallow the transmission of unencrypted card numbers over unsecure 
networks, including email.

Transmission of unencrypted card numbers INSIDE of NetSuite 
(Both) – NetSuite is responsible for enforcing policies that disallow the 
transmission of unencrypted card numbers over unsecure networks, 
including email, once the data has reached the NetSuite environment, 
by its initiation. For example, NetSuite’s PCI compliance requirements 
do not permit for a NetSuite Customer Support Representative to email 
a credit card number as part of a support case discussion between 
NetSuite and the merchant.

The merchant is responsible for using the Service in a manner which 
would not cause the transmission of unencrypted card numbers over 
unsecure networks, including email, once the data has reached the 
NetSuite environment. For example, the only valid storage location 
for a credit card number is on the Credit Card List of Customer or 
transaction records, and the only valid transmission from the Service 
is via a secure (TLS) export to a PCI-compliant CDE or gateway 
communication. If a merchant were to use the Service to email 
unmasked credit card numbers to a third-party, or store unmasked 
credit card numbers in unapproved locations (e.g., custom fields, 
custom records, notes fields), this would be a violation of PCI.

Network (Both) – The merchant is responsible for securing the network 
hosting systems that connect to NetSuite. This includes, but is not 
limited to: installation of a firewall to protect all NetSuite systems from 
the Internet; configuration of access controls to disallow inbound 
Internet traffic to NetSuite systems; implementation of anti-spoofing 
measures for Internet traffic originating from any NetSuite system; and 
configuration of client workstations that allow originating outbound 
Internet traffic only as required business operations.  

NetSuite is responsible for implementing proper network controls per 
the PCI requirements for its environment.

Use of Wireless (Both) – Should wireless transmission be implemented 
in a merchant environment, the merchant is responsible for 
implementing it in accordance with PCI requirements, including use 
of firewalls between the wireless network and the cardholder data 
environment and the use of PCI-approved encryption. 

NetSuite is responsible for securing any wireless deployed in its 
cardholder environment per the PCI requirements. Generally,  
NetSuite disallows the use of wireless networks in the cardholder  
data environment.
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Testing of Network (Both) – The merchant is responsible for periodic 
testing and vulnerability scanning of its network by a qualified security 
professional per PCI requirements. NetSuite performs periodic testing 
and vulnerability scanning of the NetSuite Service environment per the 
PCI requirements.

Platform Hardening

Workstations (Both) – The merchant is responsible for all aspects 
related to the Operating System configuration of workstations 
accessing the NetSuite Service, including but not limited to: installation 
of virus protection software running current virus signature files; 
installation of the latest security-related operating system patches; 
installation of personal firewall software for those workstations with 
direct access to the Internet; provisioning of unique user credentials for 
all users, protected by PCI-compliant passwords; configuration of the 
operating system screen saver, or equivalent, that locks the workstation 
after fifteen minutes of inactivity, which requires the user’s password to 
unlock and all other applicable workstation controls. 

NetSuite is responsible for implementing proper workstation controls 
per the PCI requirements for its environment.

Remote Access, Change Control, and Other Policies

Implement a PCI-compliant Change Control Policy (Both) – The 
merchant is responsible for implementation of change control 
procedures in accordance with PCI requirements, including a 
requirement for management approval before implementation of 
changes. NetSuite is responsible for implementing proper change 
controls per the PCI requirements for its environment.

Security Log File Review (Both) – The merchant is responsible for 
implementation of policies for regular review of logs, review of logs files 
for unusual activity, including review of the security event log, and the 
operating system logs, for the systems and networks with which they 
access the NetSuite Service. NetSuite is responsible for implementing 
proper log review controls per the PCI requirements for its environment.

Security Policy (Both) – NetSuite’s security policy is included in 
the scope of its PCI certification. The merchant is responsible for 
implementing a security policy in accordance with PCI requirements 
for its environments and management of credit cards, both within and 
outside the NetSuite Service.
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Control Items Responsibility Breakdowns

Handling and Storage of Sensitive Cardholder Information

Encryption of card numbers (Both) – The NetSuite Service encrypts 
card numbers, stored in the Credit Card sublists of the customer and 
transaction records, at the system’s points-of-entry (e.g. web browser) 
using PCI-approved algorithms. Unless erroneously entered by 
merchants in unencrypted fields, NetSuite does not store unencrypted 
card numbers. The merchant is responsible for implementing proper 
encryption controls per the PCI requirements for its environment.

Key management (Both) – Key management, including key generation, 
rotation, deprecation, and data re-key, is provided as part of NetSuite’s 
PCI-approved service and is transparent to the merchant. Merchants 
do not have, nor do they require, access to encryption keys or key 
information. The merchant is responsible for implementing proper 
encryption key management controls per the PCI requirements for any 
cardholder data within its environment.

NETSUITE ENCRYPTS CARD NUMBERS, STORED IN 

THE CREDIT CARD SUBLISTS OF THE CUSTOMER AND 

TRANSACTION RECORDS, AT THE SYSTEM’S POINTS-

OF-ENTRY (E.G. WEB BROWSER) USING PCI-APPROVED 

ALGORITHMS. UNLESS ERRONEOUSLY ENTERED BY 

MERCHANTS IN UNENCRYPTED FIELDS, NETSUITE DOES NOT 

STORE UNENCRYPTED CARD NUMBERS.

Services and Protocols

The merchant’s responsibilities include hardening its user workstations 
and the network on which they reside. In general, the merchant should 
configure their networks and workstations to permit required traffic  
and to disallow all other traffic. NetSuite maintains documents and 
system templates defining ports and protocols necessary for NetSuite 
Service operation.

NetSuite User Provisioning

The merchant is responsible for user provisioning within its NetSuite 
account. From a PCI perspective, there are two specific types of 
sensitive information in the NetSuite Service that require limited access 
to those only with a need-to-know:

• The ability to view full card numbers post-transaction exposes the 
decrypted card number. Since other features are available to identify 
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card numbers, such as the provided masked card number and the 
ability to match a card number to one already in the database using a 
hash, the ability to view the full card number post-transaction should 
only be granted when there is a legitimate business purpose and these 
features are not sufficient for the purpose.

In fact, the standard NetSuite Service does not allow for the viewing 
of unencrypted credit card numbers, except as they are entered 
to the system. Some merchants require viewing of full, unmasked, 
card numbers (for example when working with a third-party logistics 
company). Those merchants may contact NetSuite Support to request 
enabling the viewing of unmasked credit cards in the account. The 
merchant is required to provide NetSuite with a waiver in order to have 
the feature turned on, which then enables the feature to allow viewing 
of unmasked card numbers by certain default system roles (as defined 
in the NetSuite Help documentation) and to custom roles authorized 
by the merchant with the “View Unmasked Credit Card” permission. 
NetSuite highly discourages the enablement of this feature, except as 
required by business necessity.

• Certain audit information should not be accessible except by the 
merchant’s authorized administrators. The security logs and access 
reports indicate among other things unsuccessful login attempts 
and changes to NetSuite user accounts, respectively, and access to 
these standard reports should be included only for those merchant 
users requiring access to the information. Access to these features is 
controlled via standard user privileges, via role definitions or Global 
Permissions. When creating user “privilege set” templates, these 
features should be limited to only those users with a business  
need-to-know.

Handling and Storage of Sensitive Cardholder Information

Retention policy (Merchant) – NetSuite does not provide for  
automatic deletion of card numbers in the NetSuite database after a 
pre-determined period of time since the most recent authorization. The 
merchant is responsible for assessing its specific needs in this regard 
and for deletion of credit cards from all locations per its requirements.

Control Responsibility Matrix

Control Responsibility Matrix, Summary

By now, it should be clear, but bears mentioning, that ALL areas of 
responsibility are the responsibility of BOTH the merchant and its  
sub-service providers. Therefore, merchants must review the entirety of 
the PCI standard to ensure they implement controls for requirements for 
which it has responsibility. 

NETSUITE HIGHLY 

DISCOURAGES THE 

ENABLEMENT OF THE 

VIEW UNENCRYPTED 

CREDIT CARDS FEATURE, 

EXCEPT AS REQUIRED BY 

BUSINESS NECESSITY.
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The below summary and related comments are meant to be 
illustrative, and not comprehensive, in nature. A detailed control 
responsibility matrix is beyond the scope of this document.  

As discussed in the Engaging a QSA section, merchant situations 
and implementations vary significantly. Merchants needing additional 
interpretation of requirements or other guidance should obtain the 
services of a Qualified Security Assessor as defined by PCI. NetSuite 
makes no representation that implementation of the information 
contained herein will guarantee merchant PCI certification or otherwise 
result in sufficient protection of sensitive credit card information. 

In addition to references to the cardholder data environment (CDE), the 
below table also refers to cardholder data (CHD) with respect to the 
storage, transmission, or processing of credit card transactions.
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Section PCI Section Title NetSuite Responsibility Merchant Responsibility

1 Install and maintain a firewall 
configuration to protect data.

Maintain firewalls to protect data within the 
NetSuite CDE.

Maintain firewalls to protect data within the 
Merchant CDE and to protect the systems 
used to connect to the NetSuite Service.

Regardless of how a merchant utilizes NetSuite, the need for firewall controls will be necessary. For example, if the desktop  
client environment from which the merchant accesses the NetSuite Service is not secure, a malicious attacker could compromise a 
user’s desktop in the merchant environment and gain access to the NetSuite Service via the user’s compromised system  
and credentials.

2 Do not use vendor-supplied 
defaults for system passwords and 
other security parameters.

NetSuite changes all vendor-supplied 
passwords for systems in the CDE.

Merchants must change all of their vendor 
supplied passwords related to their CDE or 
processing of CHD.

While Merchants utilizing NetSuite’s platform are required to have unique strong passwords for their NetSuite account,  
Merchants must also manage other connected software and tools (e.g., SuiteApps or other systems and software that integrate 
with the NetSuite Service via its supported APIs) that touch cardholder data may also have default passwords that must meet the 
Section 2 requirements.

3 Protect Stored Data. NetSuite follows PCI-compliant best 
practices for securely storing and 
protecting CHD at rest as well as in transit.

Merchants must securely store and transmit 
CHD within their custody.

There are several ways in which cardholder data and other sensitive information may be persisted by the Merchant. While 
NetSuite provides protection around cardholder information that is stored explicitly through protected API calls, some 
customization features, SuiteApps, and Merchant practices do not offer those controls. In the cases where the Merchant is utilizing 
practices that NetSuite has not explicitly noted as protecting CHD, the Merchant is responsible for ensuring the data is protected 
both at rest and in transit.

4 Encrypt transmission of cardholder 
and sensitive information across 
public networks.

NetSuite transmits all CHD and sensitive 
information over encrypted transport 
mechanism across public networks.

Merchants must connect to NetSuite over an 
encrypted transport mechanism.

The NetSuite Service enforces communication with its service via TLS. Merchants, however, need to take care of how additional 
customizations or third-party integrations they install accept and transmit cardholder data while communicating over the Internet. 

5 Use and regularly update anti-
virus software.

NetSuite employs regularly updated anti-
virus software on all systems within the 
CDE and that service CHD.

Merchants should utilize anti-virus software 
on machines that interact with CHD.

The NetSuite anti-virus scanning practices only cover the machines owned and operated directly by NetSuite. Merchants may 
have their own machines that are utilized for processing and handling cardholder data. For example, in the manual entry of a 
customer’s credit card data using NetSuite’s standard user interface, the machine used for data entry would also need to be 
regularly scanned for viruses, as would the machines within the same network segment.

6 Develop and Maintain Secure 
Systems and Applications.

NetSuite regularly tests systems and 
applications for security defects.

Merchants should test all of their systems and 
software that are part of their CDE or interact 
with CHD.

NetSuite’s secure development lifecycle and practices only extend to the NetSuite Service. Merchants are responsible for 
ensuring that customizations or third-party integrations to their NetSuite Service accounts follow secure development practices. 

7 Restrict access to data by 
business need-to-know.

Only NetSuite employees with an explicit 
business requirement are granted access 
to sensitive systems, CHD and the CDE.

Merchants must ensure that only personnel 
with legitimate business needs have access 
to their CDE and CHD.

NetSuite provides numerous ways to enforce role-based access control within the NetSuite Service. It is the Merchant’s duty to 
properly implement those access controls for their users of the NetSuite Service as well as any other systems they control that 
may handle cardholder data or access the NetSuite Service.
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Section PCI Section Title NetSuite Responsibility Merchant Responsibility

8 Assign a unique ID to each person 
with computer access.

All NetSuite personnel have an  
individual account ID associated with their 
computer access.

Merchants should maintain one unique 
account for each person requiring  
computer access.

NetSuite provides Merchants with the ability to assign unique IDs and passwords for multiple users. If multiple personnel members 
will utilize the NetSuite Service, Merchants should provision a unique ID/password pair for each member accessing the Service.  

9 Restrict physical access to 
cardholder data.

While NetSuite does not maintain physical 
copies of CHD, NetSuite controls physical 
access strictly in accordance with its PCI 
approved security policy to the systems 
constituting the CDE.

Merchants should restrict physical access 
to any physical copies of CHD as well as 
physical access to any systems that are part 
of their CDE.

NetSuite does not maintain clear-text physical copies of cardholder data. In conjunction with not storing clear-text physical copies 
of cardholder data, NetSuite maintains rigorous physical access controls to the cardholder data environment. While these controls 
cover the NetSuite Service, that coverage and protection does not transfer to Merchant activities. Merchants may have a need to 
maintain their own physical copies of CHD. This means the Merchant must also ensure proper physical security is employed to 
protect the CHD. The Merchant may also need to maintain similar physical controls to protect the machines utilized to service their 
CDE and machines that process CHD or access the NetSuite Service.

10 Track and monitor all access  
to network resources and 
cardholder data.

NetSuite monitors access to NetSuite’s CDE 
and CHD.

Merchants should monitor all access to CHD 
within their control.

NetSuite monitors all interactions occurring within the NetSuite Service cardholder data environment. This monitoring does not 
cover cardholder data on the Merchant’s network or intermediary networks. Merchants must also monitor the systems they control 
for cardholder data. 

11 Regularly test security systems 
and processes.

As part of NetSuite’s security program,  
all systems and processes are  
routinely tested for the efficacy of the 
security controls.

Merchants should conduct regular tests of 
their systems and processes associated with 
their CDE or handling of their CHD.

NetSuite conducts regular security tests against the NetSuite Service to validate the NetSuite security controls. These security 
controls only test the NetSuite Service. Merchants are still responsible for testing the security systems and processes of their CDE 
and CHD processing systems. This includes integrated systems to the NetSuite Service and in-account customizations, scripts and 
SuiteApps enabled by the merchant.

12 Maintain a policy that addresses 
information security for employees 
and contractors.

NetSuite maintains an information  
security policy that governs how 
employees, contractors, and suppliers 
handle information and systems on behalf 
of NetSuite. 

Merchants must maintain their own 
information security policy that addresses the 
responsibilities and behavior of its employees 
and contractors.

NetSuite’s information security policy only covers NetSuite employees, contractors and the NetSuite Service. All Merchants must 
maintain an information security that covers their employees and contractors. For example, merchants should have policies 
governing the definition, testing, and acceptance of third-party applications within their CDE, including the systems used to access 
the NetSuite Service.  Failure to do so could result in inappropriate access to the NetSuite Service via a compromised user 
credential or integrated system within the control of the merchant.


